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Hermes update



Standard Hermes quota

1 GB



Standard Hermes quota

500 MB



Budget problems

Still waiting for confirmation of
this year’s hardware budget...



Quota increases

I Quota upgrades still available

I http://www.cam.ac.uk/cs/
request/quota.html

I Good reason required!

http://www.cam.ac.uk/cs/request/quota.html
http://www.cam.ac.uk/cs/request/quota.html


Redstone

I Hermes now split half and half

I Computing Service (city centre)

I Redstone (north Cambridge)

I Continuous replication
from live half to backup half

I Manual fail-over



Webmail



Old webmail style



New webmail style



New webmail front page



Webmail survey



Log in via Raven

Starting Monday 17th November



Anti-spam upgrade



Constraints on late scanning

I We must not emit autoreplies
I spam and viruses have bogus sender addresses.

I So our options are:
I deliver the message (perhaps after modification)
I quarantine it
I throw it away



Annoying things

I Stripped attachments are awkward

I Risky phish handling

I Complaints about forwarded spam

I Quantity of stored spam



Scanning early

I Reject messages as soon as possible

I doesn’t cause backscatter

I legitimate email doesn’t disappear

I performance is more important



Stripped attachments



Phishing risks



Other virus risks



Forwarded spam



Size of spam folders



Policy variations



Internal email

I Anti-virus only



External email

I Anti-virus

I Anti-spam



Minor changes

I More informative spam details header

I Faster delivery, especially for internal email



Future

I Greylisting

I Adaptive scoring



221 closing connection


